Zoom: Diocese in Europe User Guide
How to join:
You will need:
-

To have a connection to the internet (PC, laptop, mac) – video and audio possible; or
A connection via your smart phone or tablet/ipad (downloading the Zoom app) – video and
audio possible; or
A landline with a digital keypad – audio only possible!
It is a good idea to download the app (if needed) in advance and also to have established
your account in advance.

Zoom works on the basis of access codes and passwords. You will need both to join a meeting
successfully. You can do this in the following ways:
Microsoft PC/laptop:
1. The host of the meeting will send an email invitation to all participants.
2. This email will include: a Zoom.us link to the meeting, an access code (ID) and possibly a
password (number).
3. To join the meeting directly, click on the Zoom.us link in your email invite.
4. A screen should come up. Allow Zoom to prepare and run for a few moments.
5. You should get a join with computer/audio option or a test speaker/microphone option. If
you wish, you can check the test speaker/microphone option (see video link below for more
on this).
6. Type in the password number where indicated.
7. Add your name where indicated as a participant on the call.
8. Once you have joined with computer/audio, you’re on screen and ready.
9. Check that your sound control is not on 0. Adjust so that you can hear someone else.
10. Mute yourself (see below) and the meeting host will provide further guidance when the
session is ready to start.
11. Note you will appear as part of a “gallery” of participants. Where numbers are large, not all
participants will appear in the gallery on screen.
Smartphone or Mac or Tablet/iPad
1. You should download the Zoom app (for video and audio options). Follow these steps at
the link to do this. https://zoom.us/download. Zoom is in the Appstore or Google Play store
as ZOOM Cloud Meetings. It is a blue box with a white camera icon in it.

2.
3.
4.
5.

On a mac Zoom will suggest joining via Zoom App which you will already have downloaded.
You can join by email, as per PC/laptop above. There is another way:
Click the Zoom icon on your screen, once installed.
Check the access code ID and password on your email invite. Type in both.

Follow from #7 above.

Landline/smartphone for audio only:
1.
2.
3.
4.

Check the email invitation and dial in codes available.
Dial the access number (there are several options) on your phone, followed by #
Enter the password when prompted followed by #
Enter the Zoom session.

How to engage during the session:
1. Mute:
It is important in sessions involving a large number of participants that you mute your microphone
as soon as you join the call successfully. This is the mic symbol that appears in your profile box
(located at the bottom of the zoom screen – move your cursor there to find it). When muted, your
mic has a line through it. When live, there is no line through it.
2. Speak:
When you are not on mute, you can speak as in a normal conversation. You need not adjust the
volume to be heard – this can make it more difficult for people to hear you.
3. Query:
If you have any queries during a Zoom call with a large number of participants, you can:
i.

ii.

EITHER – use the Chat function on the bottom bar (middle). You can send a short
message. Where sessions are due to follow a set format, such as church service, please
send a message only to the host, not to everyone; OR
CALL the meeting host directly (especially in any trial run for a large call).

Where the number of participants is large, there is a set format, and to ensure a good session flow, it
is important not to use other functions on the screen.

How to leave the session:
If you wish to leave during the session, click Leave meeting in the bottom right hand corner of your
screen.
The host of the meeting can end the session for all participants, and you will see it close. You need
do nothing further to leave.

Zoom’s own help guide:
It has a link to click on the video you can watch on PC/laptop/smart phone:
https://support.zoom.us/hc/en-us/articles/201362193-Joining-a-Meeting

Screenshots:
Below are some screenshots covering key steps …
Pic 1: Click Join from Zoom

Pic 2: Enter meeting ID (followed by password on next screen)

Pic 3: Check volume control (bottom screen, middle bar – 6th from left)

Pic 4: What your screen should look like when you’ve joined

Pic 5: Leaving the session
Click Leave Meeting. Only your host should end meeting for all!

Security guidelines
General
The overriding Diocese in Europe priority is to ensure safe church for all who participate in our
activities. This applies to physical worship arrangements, and to virtual church engagement.
Particular issues arise around virtual church when we want to promote church events offered and
hosted by the Diocese on social media. In this context, “dos and don’ts” in the Diocese in Europe
Safeguarding Policy https://europe.anglican.org/diocese-safeguarding-guidelines/12-use-of-socialmedia covering social media applies as guidance, and this should be consulted and followed.
All online platforms carry levels of security risk around access and use of data, and these apply to
individual as well as corporate users globally, ranging from legislatures, public authorities and multinational companies, to church organisations, including the Church of England. In developing its use
of Zoom, the Diocese in Europe has necessarily taken into account security-related considerations.
We are alert to specific concerns around “Zoom bombing”, which essentially is an attempt to seize
control of a session that is not authorized by a meeting host, and which may include conduct that is
inappropriate, or for illegal purposes.
Zoom’s Management Team published this open letter on their website to Zoom users on 23 April
2020: https://zoom.us/docs/doc/Exec-Letter.pdf in their website content on privacy and security
https://zoom.us/docs/en-us/privacy-and-security.html
Key steps you can take to secure your use of Zoom:
Diocesan Communications is so far finding some helpful ways to secure use of Zoom. You can find a
list of options for your account on https://zoom.us/profile/setting and a range of articles including
on security related issues on Zoom blogs https://blog.zoom.us/
-

Using the password function for your meeting invitations to manage risk of unauthorized
entry.
Using the waiting room option as the host. The host can see who is ‘in the waiting room’
and is able to admit participants.
Using the options that allow the host to control screen sharing, notably in larger groups.

In the event of serious disruption during a call, the host can remove a participant.
In addition, in terms of convening online worship:
-

As some chaplaincies are already doing, you may want to publicise your service online, and
require registration to participate and obtain access to it.
As good practice, the president or worship leader should not normally be the administrator
for the session. This is important in ensuring safe church, and will very likely help him/her in
practical and logistical terms to conduct worship.

GDPR
Given use of names and images, there are GDPR considerations regarding use of personal data. As a
general rule, chaplaincies might wish to invite participants to indicate, in advance of joining if they
do not consent to the use of screenshot imagery or names in any communications following the
event on websites or social media. The Diocese will follow this practice in meeting invites and
notification of such requests is particularly helpful for Diocesan Communications, particularly larger
scale virtual gatherings.

+++
This User Guide is a living document that will be on the Diocesan website for everyone across the
Diocese to access. Please send your us your user experiences, comments and suggestions on how we
could improve or develop this initial version. Thank you!
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